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Networks are increasingly complex - so too is managing them =

&

| “What is running on my network?”
Aulti-Vendor
“How can | get visibility of all devices?”

“How good is the user experience?”
; Pd “How can | automate mundane tasks?”
%: “How can | enhance security?”

“How can | make network management
more effortless?”



Introducing ExtremeCloud 1Q — Site Engine
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v' Single Pane of Glass Management
and Orchestration

v Visibility of all devices
v' Cloud Native
v' Non-Cloud Native
v Third Party

v Deployment flexibility
v On-Premise

v' Cloud —_—




ExtremeCloud 1Q — Site Engine Benefits
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Centralized Network
Dashboard Management
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Application Unlimited
Analytics Data Horizon
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Management
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The Evolution of Extreme Management Center
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ExtremeControl ExtremeAnalytics

Feature rich
On-Premise management
Non-cloud native & 39 party devices

ExtremecCloud IQ - Site Engine

ExtremeAnalytics for
ExtremeCloud IQ - Site Engine

ExtremeControl for
ExtremeCloud IQ - Site Engine

EVERYTHING YOU GET WITH XMC plus

Greater flexibility: on-Premise & Cloud management

Greater visibility: Support for ALL devices including cloud native
Greater innovation: As a Service benefits — innovation, speed, etc
Greater simplicity: intuitive, easy to use , centralized dashboard



ExtremeCloud IQ Suite

Extreme Cloud
Non-Native APs

ExtremeCloud IQ
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Extreme Cloud
Non-Native APs

Extreme Cloud
Non-Native
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Third party
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Extreme Cloud |Q - Site Engine - Components
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Management
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Alarm and Event management
Configuration & change
mManagement

Zero touch provisioning
Capacity planning

Discovery & topology
Compliance enforcement

ExtremeCioud |0 Site Engine a & 0o o
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& compiunce
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Control
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Role-based granular network access
control and priority

Flexible assessment

Guest & remediation portals

User & end-system tracking
Automated incident response

Analytics
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Layer 7 app. visibility and control
1,000s of fingerprints for port-

independent app. detection

Dashboards, diagnostics and
troubleshooting
Status, performance and threat

reporting




Management & Automation



Much More Than Traditional Network Management
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Traditional Network
Monitoring
(Management)

versus
ﬁ

ExtremeCloud 1Q — Site Engine

« Edge to Datacenter

» Easier Troubleshooting

* Hyper Segmentation

* Network Workflow Automation

* Device Configuration Compliance
* Partner Eco System



Simplified Provisioning, Tracking, Multi-Locations,

Edge to DC =

Easier to Manage

Built for managing multi-
location, multi-site networks in
air-gap scenarios

Organize & track your devices

Site level deployment,
configuration & reporting

Site level alarm propagation -
ldentify sites with issues

ExtremeCloud IQ Site Engine
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Troubleshoot and Visualize Wireless Clients with Event Analyzer =

_C;,— ExtremeCloud IQ Site Engine Q & O L 16 [ & e c

&ka Network

Easier to Troubleshoot e

& control

nts  Clients  Th

Clients t / 1 M 15 mi Preview Undo Zoom
|+ Analytics
Wl oa

» Use Wireless Client
Events view to see very
detailed events in table  EEEN.
form

o

[ Area: Unknown (35 Clients)

[+]

[ Area: 3935_site (5 Clients)
== Tasks

[+]
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« Use Wireless Event o
Analyzer to visualize and
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Orchestration & Automation — Hyper-Segmentation .

ExtremeCloud 1Q Site Engine Q &gd 04 O e | 1=
x
Dashboard  Device Discovere Firmware  Archives  Configuration Templates  Reports  Fabric - World

E a5 Network

Easier to Secure

ide/Show Ports g3 Clear Highlights g Save Topology g Clear Topology (4 Import/Export Topology
A, Fabric Connect
/A Fabric Globals

« Create stealth segments e -
for traffic, applications, N

A Routes by Src BEB

A\ Routes by Recvr BEB

users, and workloads

/A, Fabric Attach
/i, FA Globals

« Use these hyper-
segments to contain
security breaches

 Automatically extend and
retract hyper-segments to

adjust to network changes




Orchestration & Automation — Network Workflow Automation

Automate routine tasks

« Automatically provision
your entire network
with secure zero touch
(including SLX platform)

» Save operations time

e Eliminate human error

and adjust to changes
automatically

E ExtremeCloud'1Q Site Engine

&5 Network
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Simplified Migrations with Fabric Assist
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Extend security

 Extends Fabric Connect to

certified Extreme devices (that
don’t support Fabric Attach)

* Enables the mapping of edge
devices and end-users to
the virtualized fabric service

* Leverages Extreme’s dynamic
role-based policy to identify
and securely map users/devices
to Fabric Connect services

S-Series *Supported on
select legacy
: switches
Fabric |

Assist

XIQ Site Engine

Fabric ™.
Connect :

ISID



Granular Policy & Secure Access



The Delicate Balance
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Network Security

>[5
Ga

Edge Service Automation
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Role Based Policy
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Services Roles
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Administrator
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Granular Policy Edge Automation and Security



Granular Visibility and Control

(i ExtremeCloud 1Q Site Engine Q & O Q55 oz =
&k Network Dashboard  Policy  Access Control  End-Systems  Report:
‘ Alarms & Events o Overview v 5
Easy to Manage ==
~~~~ x Q|
|#” Analytics

= Wireless

&~ Compliance

Built for managing multi-
location, multi-site networks in
air-gap scenarios

|ulil Reports
= Tasks
* Administration

= Connect

Organize & track your devices

Site level deployment,
configuration & reporting

Site level alarm propagation -
ldentify sites with issues
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ExtremeControl for ExtremeCloud IQ - Site Engine



Visibility
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Granular Visibility

Detailed information on every
|IP device in the network

Physical

Virtual
Wired

Wireless
VPN

Overview || Wireless Details || AP History || Client History || NAC End-System Details

Access Profile || End-System || End-System Events

22 Refresh View

Identity and Access
User Name: CORP\estinson
AuthType: 802.1X
State: ACCEPT
Policy: Extreme-Corp
Profile: Extreme-Corp

Custom Data
Custom 1: Phone: +1 603-952-5829

Physical Device Identity
3C:A9:F4:6F:84:88
134,141,68.217
estinson-wst.corp.extramenstwiorks.com

Location
Zone:
134,141,104.25/nhs213825i2p10 Extrame
-Corp , 9 Northeastern Blvd Szlem, NH 03079
Production
NAC Gateway: 134,141,104,82

Activity
Last s=en 08/18/2014 02:15:01 PM
First seen 12/16/2013 11:54:00 AM

Health Results

‘\9/1

Access Type
AP: 14121558085A0000
Port Alizs: Extreme-Corp,
AP Port: nhsal3825iap10 {20-B3-53-D8-22-F0)

Top Applications
Outlook Office365 165.67 kB
LogMeln 33.01 kB
Microsoft Sharepoint 24.54 kB
NTLMSSP 22,55 kB
134,141,68.217 20.51 kB

Device Family
. Windows
) Windowis Vista/ 7/ 2008

Health
Risk: NO_RISK
Total Score: 0
Last Scan: §/18/2014 1:50:02 PM

Registration
State: Not Registered
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Access Policy Evaluation - The Rules Engine

Principle of ExtremeControl Access Policy Rules Engine
« Same principal evaluation flow as with Firewall Rule Engine

conpimons D 3D 3D 3D 3D I B

ACTIONS

Auth
Method

User

Device Device . .
Location Time Posture v
T G .
yPe ouP --- Authorization

Rules can be

Employee > 802.1x iPhone S e o o L Compliant ALLOW

BYOD Station 08:00-18:00

sophisticated

BUT

Never forget the

Guest
Devices

Partially

Office Weekend Compliant

Web-based MacBook DENY

Supplier

Not
Compliant

Contractor Public

Devices Area b

Contractor MAC Auth Windows Always

Corporate Coffee
Devices Area

IT Admin Linux VLAN:ISID

Contractor Android Supplier A p Plant QUARANTINE

SESSION
TIMEOUT

Access
Point

Supplier B

ZONE

CAPTIVE PORTAL

KISS Rule

$User $Device $Access Type
$Location $Time $Posture THEN $Network Service




Ecosystem Integration
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Third Party Integration
Solutions such as:

« NGFW

* SIEM

- CMDB

* Internet security

- EMM/MDM

88 Vicrosoft Intune \vmc
. s Iunk >
A jamf P

N

vmware airwatch

G Suite

IBM

ciTrix

XenMobile

MaaS360

@ Mobilelron

(8) Skype for Business
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Z
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Management
and Analytics
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secure B
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NETWORK SECURITY

o pa\o alto,

Labs
wes Extreme 5 o
Mobility | Security
Connect =M Lightspeed ! :
@32 Sygstems “y ggAfee
Data Center i,
and F::RTINET. o

Private Cloud

e
n CITRIX

/

vmware

NSX

openstack
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vSphere B Hyper—V OnoConvcrgcncv

0
Infoblox

@ﬁchGuard ...........

Check Point




Advanced Reporting and Notifications =

Notification Trigger

@3)| ExtremeCloud |Q Site Engine Q & O A

‘:1 Network Dashboard Policy  Access Control End-Systems  Reports State Change
L TR Configuration —  Notifications IP Address Change
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Easy to Monitor e sy
= Wireless Action co.. | M Reject State
) B Specify the Notification Type and Trigger, the Conditions required, and the Actions that will be invoked e e Ao a1 Helndesk ermal 1 ¢ e
Ad d t . bl ™ compliance POAAA e . - - = rener } . “| Scan State
vVance ) customiza e P lpes v erofis|  Enable: 4 Notification Type o NOtification Triéger
- b Caprive End-System Send Emall to Helpdesk email lis Se Any Error
48F Administration e " . . Quarantine
. . = Connect em|  Notes: This is a Test Nofification for Extref Registration 2 | High Risk v Disconnected
« authentication
) Health Result o | Medium Risk End-System Moved
Repy /ﬁHostn.
° Reps Low Risk End-System Deleted
guest access N End.Systom End-System Group - [e
N / T No Risk Device Type Change
. — User Grou - e
o O n boa rd I n g mac Any p em Se slog message to 10.54.31 MAC Registered
Fis Send Emazil to rodneylist emsil i MAC Added To Group
» device profiles saf | Selct Conditon - x Accocsment Enrore
Eni
. . vtex o g o ey e MAC to IP Resolution Errors
e authentication Notification Condition(s)
) - - License Errors
» Global & Select Actions.. NAC Engines, Location Group|
: Notification Action(s
- end-system health ‘ & nac Engres () rapius emors
Group Edi Result [J NAC Profile Syslog to Server(s), Access Control Events Workflow|
- Any End-System: () Device Type Group D Email
o () End-System Group | « Syslog to Server(s)
: I [ Location Group
O Time Group 1 [ Trap Server
() User Group F () Execute Program
(¥ Access Control Events Workflow




Visibility & Analytics



ExtremeAnalytics

Benefits:
Strengthen security

Deliver exceptional application experiences

ml Vicrosoft -
Hl Azure

) Google Cloud

{;g: >

(1]

amazon

webservices

XIQ Site Engine

Speed up IT troubleshooting

How we do it:

« Application-level visibility from the
edge to the DC virtual
environments and multi-cloud

« Support for encrypted applications
« Over 10,000 fingerprints
 Real-time and historical reports

Data Center

 Detailed application and network 7

Application

ya

Telemetry Branch
=
<
o &

Campus

performance LL—=r=

] =——|

/ \ |
i Applicatios
C

Application
A

gdgigyeI

Wireless Edge




ExtremeAnalytics with Application Telemetry
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Key Benefits:
Leverage network infrastructure
 No hardware probes
« Application visibility at every site

« Per flow application performance
Mmeasurements

App level visibility:
* 1000s of TCP apps (inc. encrypted)

* 100s of network protocols and services
(LD, DHCP, DNS, etc))

Application Telemetry Platform Support
« Edge: Summit Switches, ExtremeWireless
« Core: VSP 7K, 4K
« DC:SLX, Virtual Sensor (Q12019)

XIQ Site Engine

|r-,

User name, device
type, location, etc.

Analytics @

- |I|

il

a = ) 4
E — I|
()
() ()
( ‘) ( ‘)



Application Usage Dashboard

Q, ExtremeCloud IQ Site Engine

Q & O Q1614101 (S )
&k Newwork Dashboard ~ Browser  Application Flows ~ Fingerprints  Packet Captures  Configuration  Reparts

A Alarms & Events Al » | J TopNApplications w

& control (¢4 ExtremeCloud |Q Site Engine

| Analytics Top Applications by Client Count
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Nexsizn: Adminis
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= Wireless S | stert | 031772021 1200PM ¥ | #Hours:| 24 5 | Statistic | Top Applications by Client Count A Alarms &Events X
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(¥ compliance

& control

Configuration  Reports
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|#7 Analytics

= S Wireless
= Tasks

& compliance
4&F Administration

= Connect

= Tasks

48F Administration

= Connect
0 | ‘
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Name T
DNS

Encrypted Web

ExtremeAnalytics for ExtremeCloud IQ - Site Engine
Client Count, Network, App Response times for all applications



Deep insights across the entire network

Customizable
dashboard

Real-time statistics

IT Role-specific
dashboards

E ExtremeCloud |Q Site Engine

&5a Network Application Flows

Dashboard B

Fingerprints
‘ Alarms & Events e
& control
|+ Analytics
“F Wireless
& compliance
|l Reports
= Tasks

Default -~ o B0 e @
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* Administration
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s Network Browser
M Aarms & Events Options
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Analytics
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Bandwidth Totals [ERESS
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= Connect

Search Status
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ptures  Configuration  Reports
Virtual Sensors Disk Usage
2 11%
# .7 %x Top Clients
Client Bytes Network Response Avg

#.7 %

Application Response Avg

Network Activity for Application ( null ) [ Average: 0.68 ms - Last 3 days - hourly ]
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Network

Response
Response Time
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Tracked Applications — across sites

C/, ExtremeCloud 1Q Site Engine

Track performance

. s Network Dashboard roA Fingerprints  Packet Configuration  Reports

‘ Alarms & Events —
== Tracked Applications w
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eolocation (Security use case

& Network

Client country and
server country details
per flow
« Dynamically
updated IP to geo-
location database

.‘ Alarms & Events
n Control
E Analytics
= Wireless
[T EL
lshal Reports

= Tasks

* Administration

+— Connect

Filter flows based on
source or destination
country

C/, ExtremeCloud 1Q Site Engine

AnalyticsEngine ¥

Flo...

S

Client Address

&

b

Application Flows

Bidirectional v

User

Server Address Server Port
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L]

https

]

https

https

https

https

https

https

XQ-SE https

Application

Application Group

Web Applications

| Networking

Protocols

Application Info

AuthenticatedUser=C

Type

Group: | All

Network
Response

Q lé;) L 52

- x Q |
GrplE=Tm site Detailed Location
Response
124 ms v
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36.6 ms < MGMT-LAB
337ms v orld
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89ms o mworld

Refresh 10 mins w

Server Site




Why Extreme?
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v' Single Pane of Glass Management and Orchestration

v" Visibility of all devices
v' Cloud Native
v Non-Cloud Native
v' Third Party

v Deployment flexibility
v' On-Premise
v Cloud

v' Comprehensive Control & Analytic Applications

ExtremeControl for
ExtremecCloud IQ - Site Engine

ExtremeAnalytics for
ExtremeCloud IQ - Site Engine



ADVANCE
WITH US.



