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Networks are increasingly complex - so too is managing them

2

Multi-Cloud

Multi-Deployment

Multi-Vendor

Multi-Device

“What is running on my network?” 

“How can I enhance security?”

“How good is the user experience?”

“How can I automate mundane tasks?”

“How can I get visibility of all devices?”

“How can I make network management 
more effortless?”
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Introducing ExtremeCloud IQ – Site Engine

✓ Single Pane of Glass Management 
and Orchestration

✓ Visibility of all devices
✓ Cloud Native
✓ Non-Cloud Native
✓ Third Party 

✓ Deployment flexibility
✓ On-Premise
✓ Cloud
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ExtremeCloud IQ – Site Engine Benefits

Network 
Management

Third Party 
Management

Centralized 
Dashboard

Universal 
Licensing

Application
Analytics

Automation
with Workflows

Unlimited
Data Horizon

ML & AI 
Ready
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The Evolution of Extreme Management Center

• Feature rich
• On-Premise management
• Non-cloud native & 3rd party devices

ExtremeCloud IQ – Site Engine

ExtremeControl for
ExtremeCloud IQ – Site Engine

ExtremeAnalytics for 
ExtremeCloud IQ – Site Engine

ExtremeManagement

ExtremeControl ExtremeAnalytics

EVERYTHING YOU GET WITH XMC plus
• Greater flexibility: On-Premise & Cloud management

• Greater visibility: Support for ALL devices including cloud native

• Greater innovation: As a Service benefits – innovation, speed, etc.

• Greater simplicity: intuitive, easy to use , centralized dashboard
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ExtremeCloud IQ Suite

Cloud Native

ExtremeCloud IQ

XIQ Site Engine

WiNG

XCC

Third party

Extreme Cloud 
Non-Native APs

Extreme Cloud 
Non-Native

Extreme Cloud 
Non-Native APs

Access Control EngineAnalytics Engine
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Extreme Cloud IQ - Site Engine - Components

Management

• Alarm and Event management
• Configuration & change 

management
• Zero touch provisioning
• Capacity planning
• Discovery & topology
• Compliance enforcement

Control

• Role-based granular network access 
control and priority

• Flexible assessment
• Guest & remediation portals
• User & end-system tracking
• Automated incident response

Analytics

• Layer 7 app. visibility and control
• 1,000s of fingerprints for port-

independent app. detection
• Dashboards, diagnostics and 

troubleshooting
• Status, performance and threat 

reporting



Management & Automation
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Much More Than Traditional Network Management

Versus

ExtremeCloud IQ – Site Engine

• Edge to Datacenter
• Easier Troubleshooting 
• Hyper Segmentation
• Network Workflow Automation
• Device Configuration Compliance
• Partner Eco System

Traditional Network 
Monitoring 

(Management)
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Easier to Manage

Built for managing multi-
location, multi-site networks in 
air-gap scenarios

Organize & track your devices

Site level deployment, 
configuration & reporting

Site level alarm propagation -
Identify sites with issues 

Simplified Provisioning, Tracking, Multi-Locations, Edge to DC
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Troubleshoot and Visualize Wireless Clients with Event Analyzer

Easier to Troubleshoot

• Use Wireless Client
Events view to see very 
detailed events in table 
form

• Use Wireless Event 
Analyzer to visualize and 
understand the relations
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Orchestration & Automation – Hyper-Segmentation

Easier to Secure

• Create stealth segments 
for traffic, applications, 
users, and workloads

• Use these hyper-
segments to contain 
security breaches

• Automatically extend and 
retract hyper-segments to 
adjust to network changes

Supported 
with XMC 
8.2 or later
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Orchestration & Automation – Network Workflow Automation

Automate routine tasks

• Automatically provision 
your entire network 
with secure zero touch 
(including SLX platform)

• Save operations time

• Eliminate human error 
and adjust to changes 
automatically
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Extend security 

• Extends Fabric Connect to 
certified Extreme devices (that 
don’t support Fabric Attach)​

• Enables the mapping of edge 
devices and end-users to 
the virtualized fabric service​

• Leverages Extreme’s dynamic 
role-based policy to identify 
and securely map users/devices 
to Fabric Connect services

Simplified Migrations with Fabric Assist

Fabric 

Connect

VLAN

ISID

XIQ Site Engine
Fabric 

Assist 

S-Series * Supported on 
select legacy 
switches

VSP 8600



Granular Policy & Secure Access
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The Delicate Balance

Network Security Edge Service Automation
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Role Based Policy 
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Deny access to 
compliance data

Administrative
Protocols Acceptable Use Legacy

Protocols Internet Only
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vlan: 42 
vsn: 120042

vlan: 403 
vsn: 110403

vlan: 402 
vsn: 110402

vlan: 401 
vsn: 130401

Granular Policy Edge Automation and Security
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Granular Visibility and Control

Easy to Manage

Built for managing multi-
location, multi-site networks in 
air-gap scenarios

Organize & track your devices

Site level deployment, 
configuration & reporting

Site level alarm propagation -
Identify sites with issues 

ExtremeControl for ExtremeCloud IQ – Site Engine
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Visibility

Granular Visibility

Detailed information on every 
IP device in the network

• Physical 

• Virtual 

• Wired 

• Wireless 

• VPN
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Access Policy Evaluation - The Rules Engine

Principle of ExtremeControl Access Policy Rules Engine
• Same principal evaluation flow as with Firewall Rule Engine

ALLOW

QUARANTINE

SESSION
TIMEOUT

DENY

Auth
Method

Device
Group

Location Time Posture

ACTIONS

802.1x

Web-based

MAC Auth

Compliant

Partially
Compliant

Not
Compliant

Employee
BYOD

Guest
Devices

Contractor
Devices

Corporate
Devices

Supplier A

Supplier B

Station

Office

Public
Area

Coffee
Area

Plant

Mon - Fri
08:00-18:00

Weekend

Always

IF $User AND $Device AND $Access Type   
AND $Location AND $Time AND $Posture THEN $Network Service

VLAN

VLAN:ISID

ZONE

CAPTIVE PORTAL

Device
Type

iPhone

MacBook

Windows

Linux

Android

CONDITIONS

User

Employee

Supplier

Contractor

IT Admin

Contractor

Access 
Point

Authorization 
Rules can be
sophisticated

Never forget the

KISS Rule

BUT
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Ecosystem Integration

Third Party Integration

Solutions such as: 

• NGFW

• SIEM 

• CMDB 

• Internet security 

• EMM/MDM
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Advanced Reporting and Notifications
Notification Trigger

Notification Trigger

Notification Action(s)

Notification Type

Notification Condition(s)

Easy to Monitor

Advanced, customizable 
reports and alerts on 

• authentication 

• guest access 

• onboarding 

• device profiles

• authentication

• end-system health



Visibility & Analytics
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ExtremeAnalytics

Benefits:
Strengthen security

Deliver exceptional application experiences

Speed up IT troubleshooting

How we do it:
• Application-level visibility from the 

edge to the DC virtual 
environments and multi-cloud

• Support for encrypted applications
• Over 10,000 fingerprints
• Real-time and historical reports
• Detailed application and network 

performance

Application 

Telemetry

Application 

A
Application 

B

Application 

C

Data Center Campus

Internet

Branch

Wireless Edge

XIQ Site Engine
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ExtremeAnalytics with Application Telemetry

Key Benefits:
• Leverage network infrastructure
• No hardware probes
• Application visibility at every site
• Per flow application performance 

measurements

App level visibility:
• 1000s of TCP apps ( inc. encrypted)
• 100s of network protocols and services 

(LD, DHCP, DNS, etc.)

Application Telemetry Platform Support
• Edge: Summit Switches, ExtremeWireless
• Core: VSP 7K, 4K
• DC: SLX, Virtual Sensor (Q1 2019)

Analytics
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Application Usage Dashboard

Client Count, Network, App Response times for all applications

ExtremeAnalytics for ExtremeCloud IQ – Site Engine
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Deep insights across the entire network

Customizable 
dashboard

Real-time statistics

IT Role-specific 
dashboards
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Tracked Applications – across sites

Track performance 
baseline 

Automate alerts for 
business applications
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Geolocation (Security use case)

Client country and 
server country details 
per flow

• Dynamically 
updated IP to geo-
location database

Filter flows based on 
source or destination 
country
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✓ Single Pane of Glass Management and Orchestration

✓ Visibility of all devices
✓ Cloud Native
✓ Non-Cloud Native
✓ Third Party 

✓ Deployment flexibility
✓ On-Premise
✓ Cloud

✓ Comprehensive Control & Analytic Applications

Why Extreme?

ExtremeCloud IQ – Site Engine

ExtremeControl for
ExtremeCloud IQ – Site Engine

ExtremeAnalytics for 
ExtremeCloud IQ – Site Engine




